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LOG OF INDIVIDUALS AFFECTED BY BREACH
Purpose:  This Form is used to develop a policy and procedure for the health plan to maintain a log of individuals affected by a breach of protected health information.  Retain this form in the health plan’s records for at least six (6) years from the date below. 
SECTION A:  Policy.
It is the policy of the health plan that the plan will maintain a log of all breaches of protected health information (“PHI”).  The plan uses this Form 11 for this purpose.  
SECTION B: Procedure.
1.  Identification of Number of Affected Individuals.  The Privacy Official will first identify the breach of protected health information.  If there are multiple breaches, separate logs should be created for each breach.  Within each log, the names of affected individuals and their associated state or jurisdiction should be listed.  The state or jurisdiction information may be needed for reports to prominent media in the relevant states or jurisdictions (see Form 13, Media Notice of Breach).  This Form 11 will serve as the basis for additional reporting to the U.S. Department of Health and Human Services.
2. Completion of Log.  The Privacy Official will complete the attached log upon discovering a breach.  If more convenient, the Privacy Official may maintain a log in a different manner (e.g., a software spreadsheet). 






LOG OF INDIVIDUALS AFFECTED BY BREACH

1. 	Breach Description.  The Plan recently discovered the following breach of protected health information:  	.

This breach affected the individuals identified in Section 2 of this Log.

2.	Affected Individuals.  Complete the chart below.  Attach additional pages as necessary or use other means (e.g., computer spreadsheet) if appropriate.
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