HIPAA FORM 2

Business Associate Agreement Checklist

	Purpose: The Health Insurance Portability and Accountability Act of 1996 ("HIPAA") was amended in 2009 by the Health Information Technology for Economic and Clinical Health Act (the "HITECH Act").  HIPAA and the HITECH Act require that a "covered entity" enter into a business associate agreement ("BAA") with a business associate.  This Checklist discusses which terms must be included in a BAA.  This Checklist also discusses some optional terms which covered entities and business associates may want to consider.  



	Mandatory Terms
	Check if Included / Comments

	1.  Permitted Uses.  The BAA must establish the permitted and required uses and disclosures of protected health information ("PHI") by the business associate.
	  ______________
_________________
_________________


	2.  Use of PHI by Business Associate.  The BAA may not authorize the business associate to use or further disclose PHI in a manner that would violate the requirements of the Privacy Rule, if done by the covered entity.  However, the BAA may permit:
(a)  The business associate to use or disclose PHI for the business associate’s proper management and administration (in limited circumstances); and
(b)  The business associate to perform data aggregation services relating to a covered entity's health care operation. 

In addition, the BAA may allow the business associate to disclose such PHI if:

(y) the disclosure is required by law; or

(z) (i) the business associate obtains reasonable assurance from any person or entity to which the business associate will disclose the PHI that the person or entity will hold the PHI in confidence and use or further disclose PHI only for the purpose for which the business associate disclosed the PHI or as required by law; and 

(ii) the person notifies the business associate of any instances of which it is aware in which the confidentiality of the PHI has been breached.
	  ______________
_________________
_________________


	3.  Follow BAA and HIPAA.  The business associate will not use or further disclose the information other than as permitted or required by the BAA or as required by law.
	  ______________
_________________
_________________


	4.  Safeguards of PHI.  The business associate must use appropriate safeguards to prevent use or disclosure of PHI other than as provided for by the BAA.
	  ______________
_________________
_________________


	5.  Comply with HIPAA Security.  The business associate must comply with the applicable requirements of the Security Rule, 45 CFR Part 164, Subpart C, including using appropriate safeguards for electronic PHI ("ePHI").
	  ______________
_________________
_________________


	6.  Reporting Improper Use or Disclosure.  The business associate must report to the covered entity any use or disclosure of PHI not provided for by the BAA of which it becomes aware.
	  ______________
_________________
_________________


	7.  Report Security Incidents.  The business associate must report to the covered entity any security incident of which it becomes aware.
	  ______________
_________________
_________________


	8.  Mitigation.  The business associate must mitigate, to the extent practicable, any harmful effect that is known to the business associate of a use or disclosure of PHI by the business associate in violation of the requirements of the BAA.
	  ______________
_________________
_________________


	9.  Restrictions on Subcontractors.  The business associate must ensure that any subcontractor, to whom the business associate provides PHI received from, or created or received by, the business associate on behalf of the covered entity agrees to the same restrictions and conditions that apply to the business associate with respect to such information.
	  ______________
_________________
_________________


	10.  Safeguards of Subcontractors.  The business associate must ensure that any subcontractor, to whom the business associate provides ePHI agrees to implement reasonable and appropriate safeguards to protect such ePHI.
	  ______________
_________________
_________________


	11.  Access Rights.  The business associate must make available PHI in accordance with an individual’s access rights under 45 C.F.R. § 164.524 and the HITECH Act.  The BAA should require that copies be available in electronic form.
	  ______________
_________________
_________________


	12.  Disclosure Accounting.  The business associate must make available the information required to provide an accounting of the disclosures in accordance with 45 CFR § 164.528 and the HITECH Act. 
	  ______________
_________________
_________________


	13.  Make Records Available.  The business associate must make its internal practices, books, and records relating to the use and disclosure of PHI received from, or created or received by, the business associate, on behalf of the covered entity, available to the Secretary of the Department of Health and Human Services for purposes of determining the covered entity's compliance with HIPAA.
	  ______________
_________________
_________________


	14.  Return or Destroy PHI.  The business associate must, upon termination of the BAA, return or destroy the PHI it received pursuant to the agreement, if feasible. For PHI which Business Associate cannot feasibly return or destroy, Business Associate must promise to continue to safeguard the PHI and use or disclose it only for the reasons that make return or destruction infeasible.
	  ______________
_________________
_________________


	15.  Report Breach.  The business associate must report to the covered entity any breach of unsecured PHI in accordance with 45 C.F.R. Part 164 Subpart D.  The business associate likely should include a copy of its risk assessment demonstrating why it was or was not a breach.
	  ______________
_________________
_________________


	16.  No Remuneration.  The business associate must not directly or indirectly receive remuneration in exchange for any PHI of an individual.

Note: Technically remuneration would be possible with an authorization and satisfaction of some additional terms.  However, this is not detailed here as this would presumably be rare (many covered entities may not allow it, even if allowed by law).
	  ______________
_________________
_________________


	17.  Termination Upon Violation.  The business associate must permit the covered entity to terminate the BAA in case of material violation of a privacy or security provision of the BAA.
	  ______________
_________________
_________________


	18.  Standard Transactions.  The business associate must comply with the Administrative Requirements of 45 C.F.R. Part 162 when acting on behalf of the covered entity.  These requirements include, but are not limited to:
· The business associate must comply with the Electronic Standard Transaction rules when the business associate conducts a Transaction described in 45 C.F.R. Part 162;
· The business associate must not enter into a trading partner agreement on behalf of the covered entity that would violate 45 C.F.R. §162.915;
· The business associate must comply with the National Provider Identification requirements contained in 45 C.F.R. §162.412;
· The business associate must comply with all operating rules that apply to the covered entity, including but not limited to 45 C.F.R. §162.1403.

Note that these provisions may not be required to be included in the BAA if the business associate will never engage in such transactions.  However, the covered entity likely cannot know with certainty whether this would always be true in the future.  Thus, the terms likely should be included in the BAA.
	  ______________
_________________
_________________


	19.  Minimum Necessary.  The business associate must comply with the "minimum necessary" rules (including the requirement that the business associate limit the information to a "limited data set" to the extent practicable) when using, disclosing or requesting PHI, except when a specific exception applies under HIPAA or the HITECH Act.
	  ______________
_________________
_________________


	20.  Amendment of PHI.  The business associate must make available PHI for amendment and incorporate any amendments to PHI in accordance with 45 C.F.R. §162.526.
	  ______________
_________________
_________________


	21.  Carrying Out Plan's Obligations.  To the extent the business associate will carry out a plan's obligation under the HIPAA Privacy Rules, the business associate must comply with the Privacy Rule requirements that apply to the plan.
	  ______________
_________________
_________________


	22.  No Third Party Beneficiaries.  Nothing in this Agreement shall be construed as creating any rights or benefits to any third parties.

	  ______________
_________________
_________________




	Strongly Suggested / Typically Included Provisions
	Check if Included / Comments

	1.  Termination Due to Overall Relationship Ending.  The BAA shall terminate in the event that the underlying relationship, functions, or services that gives rise to the necessity of a BAA terminates for any reason.
	  ______________
_________________
_________________


	2.  Reporting of Violation.  The business associate may use PHI to report violations of law to the appropriate state and federal authorities, consistent with 45 CFR § 164.502(j)(i).
	  ______________
_________________
_________________


	3.  Restriction Requests.  The covered entity shall notify the business associate of any restriction to the use or disclosure of PHI that the covered entity has agreed to in accordance with 45 CFR § 164.522(a) and the HITECH Act.
	  ______________
_________________
_________________


	4.  Confidential Communication Requests.  The covered entity shall notify the business associate of any confidential communication requests which the covered entity has agreed to in accordance with 45 CFR 
§ 164.522(b).
	  ______________
_________________
_________________


	5. Who Determines Breach.  Describe which entity (the plan or business associate) will determine whether a breach occurred.
	

	6.  Other Terms.  Non-HIPAA, "standard" contract terms such as:
* Severability -- if one section is invalid, the rest remain
* Section headings are for convenience only
* Notices must be in writing
* Waiver of one provision of the BAA does not waive other provisions
* BAA drafted by all parties
* Applicable law and venue
* BAA may be executed in multiple counterparts
* No Sending PHI or ePHI to locations outside United States
* Business associate is not an "agent" of the plan
	  ______________
_________________
_________________




	Use Caution Regarding These Terms
	Check if Included / Comments

	1.  Indemnification.  Indemnification (especially if one-sided and not mutual).
	  ______________
_________________
_________________


	2.  Reference to Other Documents.  Requirement to follow the other party's notice of privacy practices or policies and procedures.
	  ______________
_________________
_________________
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